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ABSTRACT

The JavaScript engine is a module that receives JavaScript code as input and processes it, among many functions that are
loaded into web browsers and display web pages. Many fuzzing test studies have been conducted as vulnerabilities in
JavaScript engines could threaten the system security of end-users running JavaScript through browsers. Some of them have
increased fuzzing efficiency by guiding test coverage in JavaScript engines, but no coverage guided fuzzing of optimized,
dynamically generated machine code was attempted. Optimized JavaScript codes are difficult to perform sufficient iterative
testing through fuzzing due to the function of runtime guards to free the code in the event of exceptional control flow. To
solve these problems, this paper proposes a method of performing fuzzing tests on optimized machine code by avoiding
deoptimization. In addition, we propose a method to measure the coverage of runtime-guards by the dynamic binary
instrumentation and to guide increment of runtime-guard coverage. In our experiment, our method has outperformed the
existing method at two measures: runtime coverage and iteration by time.
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Fig. 1. Process of JIT Compilation
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Table 1. Pseudo Code for Dynamic Binary
Instrumentation example

runtime_guard:
cmp rax, 0x3
jne deoptimize — call branch_counter_jne

normal_path:

barch_counter_jne:
(save_registers)

jne taken

jmp not_taken

taken:

(increase taken branch counter)
(OSR, return address — deoptimize)
jmp eplilogue

not_taken:
(increase not taken branch counter)
(OSR, return address — normal_path)

epilogue:
(load_registers)
ret
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Table 2. Experiment environment

System

(O] Ubuntu 18.04.4 LTS x86_64

kernel Linux 5.3.0-42-generic

CPU Intel(R) Core(TM) i5-6400

RAM 8GB

Target 1

name V8

version version 7.8.0 (candidate)

commit f584fTcclbb54cd502bc159136bbb
99dccc05ef7b

architecture x64

build debug

Target 2

name V8

version version 7.4.0 (candidate)

commit c22bb466d8934685d8977081195
43d099b9d2a9a

architecture x64

build debug
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Table 3. Experiment result

Configure 1 Configure 2 Configure 3

Iterations 214820.0 200231.67 64500.33
Covered path 497.67 485.33 418.33
Total runtime-guards 144292975.33 141104216.67 54561603.0
Avg. iter. for repro. 16029.59 - 283513.83
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